CAPRICORN DISTRICT MUNICIPALITY

y

EXTRACT FROM THE MINUTES OF COUNCIL MEETING HELD ON 29 JUNE
2017

ITEM

SC 13/2016-2017/5.1.5 Reviewed Information and Communication
' Technology (ICT) Policies

RESOLUTION
Resolved, That the following reviewed Information and Communication
Technology (ICT) Policies be approved:

(a) Backup Policy;

(b) Data Centre Access Control and Environmental Policy;

(c) Change Management Policy;

(d) Notebook and Tablet Policy;

(e) Password Policy;

(f) ICT Account Management Policy;

(9) Electronic Mail Policy;

(h) Internet Policy;

(i) IT Security Acceptable Use Policy; and

(i) Municipal Corporate Governance of Information and Communication

Technology Policy.
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CAPRICORN

DISTRICT MUNICIPALITY

SUBMISSION

Date: 26 JUNE 2017 Memo Ref: 5/1/4
TO : COUNCIL
DATE : 29 JUNE 2017

FROM : MAYORAL COMMITTEE
SUBJECT : INFORMATION AND COMMUNICATIONS TECHNOLOGY

(ICT) POLICIES

1:

PURPOSE

The purpose of the submission is to request Council to approve the review of
Information and Communications Technology (ICT) policies.

BACKGROUND

The Municipality utilises data on a daily basis to perform its duties. This data needs
to be effectively managed and secured to ensure that it is available as and when
required. ICT and IKM unit has therefore implemented Policies to manage data,
systems and access and to ensure effective use of ICT.

Some of these Policies were approved by Council and are now in the process of
being reviewed.

The objectives of the policies are as follows:

Name of Policy Policy Objective

ICT Backup Policy The policy is aimed manage backup of data
utilised by the Municipality. The policy
outlines what data has to be backed up, how
to store data and how to restore data

ICT Data Centre Access| To manage access of the Server room and to

ICT POLICY MEMO

Control Policy ensure that physical conditioned of the server
room is protected against fire and any other
disaster.

ICT Change management | To manage all changes done on all ICT

Policy systems. Changes are categorised in major
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and miﬁéﬁa?eklaafnt amalﬁr_éaﬁ
for every change.

To manage the a”ocmprotection and the
use of Municipal Laptops/Tablets

To manage the use of pPasswords and
password credentials, reset and unlock
password.

To manage the creation, modification and
termination of user on the system

To Manage the use of email, the size of email
and the language to pe used when
Communicating through email.

To manage the use and access of Internet. It
also list prohibited sijtes and restricted
downloads

To manage security and ensure that data is
secured. It also outlines g security measures
on the systems, infrastructure and network.
To regulate Governance of ICT within the
Municipality to ensure that ICT support
Municipal strategies and that Municipal
Council,  Executive Management ang
Management plays a role in ICT initiative.

ICT Notebook Policy

ICT Password Policy

ICT Account Management
Policy
ICT Email Policy

ICT Internet Policy

ICT Security Policy

Municipal ICT Governance
policy

3. INPUTS FROM RELEVANT STRUCTURES ,

3.1 Inputs from Corporate Services Portfolio Committee

3.2.2 Tablets for Councillors should be revised as follows:

° Provision of tools of trade for Councillors will be done in line with rules and
regulations as determined by the upper limits and applicable Iegisiaj:ion-l»’
°  Wi-Fi access should be included in the policy. -
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4. RECOMMENDATION

That Council approves the reviewed Information and Communications Technology
(ICT) policies.
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ISTRICT MUNICIPAL

ITY

BACKUP POLICY

Policy ref number: 10/5/P-7

1.0 07 August 2015 New Document Corporate Services Department
1.1 25 August 2015 Sg;';‘g and Executive Management
14 December 2015 Review and
12109 May 2016 Update Management
1.3 |29 March 2017 Sﬁ‘é‘gg 00} e Subeommion
Review and
1.4 08 June 2017 Update LLF
15 19 June 2017 5;;':;: 2nd Corporate Services portfolio
Review and
16 26 June 2017 Update Mayoral
T Council
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1. PREAMBLE

System backups to ensure that mission critical administrative applications,
System data angd archives, ysers' data and archives are adequately preserved
and protected against data loss and destruction.

2. DEFINITIONS

2.4 Backup — is the process of copying active files from online disk to tape so
that files may be restored to g disk in the event of equipment failure,
damage to or loss of data.

22 Archive —jg the process of moving inactive fileg form online digk to a tape,

2.3  Restore - The process of bringing off line storage data back from the
ofﬂine_medla and putting it on an online storage system such as a file
server

CDM - Capricorn District Municipa!ity -

ICT - Information and Communications Technofogy
ISO — Information Security Standargs

MISS—~ Minimum information security standard
DHCP - Directory Host Control Protocoj

DNS — Domain Name Servers

SAP — Systems Applications Produyct (CAPRICORNDRTRIGT MWCWW"
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4. INTRODUCTION

4.1 Computer information systems and electronic data are valuable assets to
Capricorn District Municipality and a substantig| investment in human and
financial resources has been made to create these systems angd information
and, as such, a formalized policy has been implemented to:

4.1.1 Safeguard the risk of losing data

1.2 Safeguard the confidentiality and integrity of information contained within
these systems

4.1.3 Ensure availability of critica] data so that information can be utilized as the
valuable asset that it js reducing business and legal risk.

4.2 Departmental critical data and non-departmenta| critical data are stored on

File-servers, Exchange-servers (mail-box data) and Application-servers. -
This data can be categorized as: :

4.2.1 Personal User data
4.2.2 Business Unit data
4.2.3 Shared data

4.2.4 Databases

4.2.5 Application / System data

3. PURPOSE AND OBJECTIVES

To provide secure storage for data assets critical to the work flow of the
Municipality

To prevent loss of data in the case of accidental deletion / corruption of data,
system failure, or disaster

To permit timely restoration of archived data in the event of a disaster or system
failure

6. SCOPE

The scope is to ensure that departmental data can be recovered within required
and agreed business timescales.

This policy applies to all computers, both mobile and desktop, owned by the
Municipality
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7. LEGISLATIVE FRAMEWORK

guidelines and policy:

7.1 Protection of Information Act (Act no 84 of 1982);
7.2 Minimum Information Security Standards (MISS), Second Edition
March 1998:

8. POLICY PRINCIPLES

8.1 Consultation

8.3 Batho pele priniples
Policies developed within CDM will consider all the Batho Pele Principles

9. RESPONSIBILITIES

91 ICT Department is responsible for backing up File-servers, Exchange
servers and App!ication-servers, according to agreed cycles, and storing
these backups in a Secure designated area

9.2 In addition to backing up departmental data, the Department shall perform

regular disk Capacity management on all data servers ang have the right
to delete all non-departmental related data after consultation with
involved employees.

9.3 Ifthe disposal of old or damaged tapes is required, such tapes will be
destroyed to prevent the recovery of data from the media.

94 Ownership of al| electronic information residing on any departmental
computer system vests in Capricorn District Municipality and
Management may peruse, monitor and take copies of any information or
Communication made or received utilizing any of the aforementioned

CDM BACKUP POLICY CAPRIGORN DISTRICT MUNIGIPALITY 5
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permission of such employee, must be authorized by Executive
Manager and may be assesseq by the Manager ICT.

10. DATA BACKED yp
10.1 Windows Backup

10.1.1 System State backup
a) DHCP (Directory Host Contro| Protocol)
b) DNS (Domain name Settings)
C)  Security log

d) User files
€) Shared folder
10.1.2 Incremental daily
10.1.3 Daily onsite/offsite — Mirrored offsite
10.1.4 Data restoration — ag and when data is required to be restored

10.2 SAP (System Applications Product)

10.2.1 Backup full database

1022 Full back up to a disk

10.2.3 Data synchronization off three systems — Development, Quality
Assurance and Production

10.2.4 Backup Restore — through data synchronization

10.2.5 Backup tapes kept offsite
10.3 Payday

10.3.1 Backup of data files incorporated with the daily online/offsite ful|
backup.
10.3.2 Restore test to be done annually.

10.4 ESS Database

10.4.1 Daily incremental tape backup

10.4.2 Weekly backup media moved offsite once a week during site
rotation

10.4.3 Restore test as and when data is required to be restored
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11. EXCLUDED EXTENSIONS

On home directories folders (“My Documeni:s”) not all files will be backed up;
the following are extensions that will be omitted: ,

7.1 Mpeg

7.2 Mpa

11.1 Mp2

11.2 Mp3

11.3 Mp4

11.4 Exe

11.5 Vob

11.6 Wsf

11.7 Wma

11.8 Wav

12. TAPE STORAGE
All weekly and monthly tapes must be stored on the fire proof safe at the remote
site.

13. TAPE DRIVE REPLACEMENT

Tape drive shall be cleaned monthly and the cleaning tape shall be replaced every
6 months.

14. RESPONSIBILITIES

14.1 ICT Depariment

The ICT Manager shall delegate a member of the User Support division to perform
regular backups. The delegated person shall develop a procedure for testing
backups and test the ability to restore data from backups on a monthly basis. The
designated person will take weekly and monthly tapes to offsite storage.

14.2 The Employee

All business critical data on local computer and notebook hard drives must be
copied or moved to a “My Documents” on a file server, where it will be backed up.
Where such an action is not possible, as in cases where it is done away from
access to Capricorn District Municipality network, the data must be copied over on
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15. RESTORATIONS
Users that need files restored must submit 3 request to the IT help desk by
completing Data Restore Request Form.
Information regarding the request where Possible must include the file creation

date, the name of the file, the last time it was changed, and the date and time it
was deleted or destroyed.

16. REPORTS

An automated backup report on required system should be kept and managed
properly. All failed backup should be reviewed

A register to be kept on all tape backup done for systems

17.  IMPLEMENTATION AND MONITORING

The Municipality is responsible for enforcing this policy and continuously ensuring
monitoring and compliance.

18. CONSEQUENCES OF NON-COMPLIANCE

Non-compliance of this policy will lead to disciplinary action, taken against an
official.

19. DISPUTE RESOLUTION

Any dispute that may arise out of interpretation and/or application of a policy will
be resolved through Municipalities grievance and or disciplinary resolution
procedure and the CCMA rules respectively

20. POLICY REVIEW
This policy shall be reviewed as and when required.

21. ENQUIRIES
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Enquiries with regard to any matter relating to this policy will be directed to-

Executive Manager
Depariment: Corporate Services

Tel No: 015 294 1064

22. APPROVAL

This policy was approved by councilon the ... . dayof.... ... .
Signedby ... in his/her capacityas ... .
On behalf of council, on the s R s A g s ——

LY
oRIGORN DISTRICT MUN\C‘PQ
E—Pﬁpmigmc& OF THE SPEAKE
8]

,—a——aﬁpQPQ P =

CDM BACKUP POLICY

g9



